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Problem area 
Aerospace & Defence programs 
typically involve large numbers of 
international partners. Given the 
size and complexity of these 
programs, collaboration is a 
necessity in order to involve all 
required skills and expertise and to 
spread risks and costs among 
partners. Advances in Information 
and Communications Technology 
(ICT) provide organisations with 
efficient means for collaboration. 
Ideally, ICT supports smooth 
sharing and exchange of 
information among the  
 
collaborating partners. In practice, 
however, security constraints and  
resulting measures, which serve to 
protect information, impose 
restrictions that may prohibit this 
seamless collaboration. Information 
protection is of great importance in 
collaboration since valuable assets 
such as maintenance data and 
design data are often sensitive in 
nature and require proper controls 
to prevent disclosure to 
unauthorized parties. In addition, 
export regulations such as the 
International Traffic in Arms 
Regulations (ITAR) may impose 
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restrictions on the sharing of 
technical data. Broad adoption of 
interoperable and standards based 
solutions for secure collaboration is 
an important step to overcome these 
issues.  
 
Description of work 
NLR supports the Dutch aerospace 
industry and the Dutch Ministry of 
Defence (MoD) with its expertise in 
secure collaborative engineering by 
exploiting its knowledge gained 
through participation in European 
research projects on collaborative 
engineering in aeronautics, in 
industrial aerospace projects and in 
international fora on secure 
collaboration.  
 
Giving an example of NLR work in 
the field of secure collaboration, 
this paper highlights the application 
of Document Sharing based on 
Identity Federation (DSIF) as an 
approach for secure and controlled 
exchange of F-16 loads and usage 
monitoring data over the Internet. 
The solution was presented in 
October 2012 at the ‘TSCP Autumn 
Symposium and Expo’ in the 
United Kingdom. 
 
A Proof of Concept was defined in 
order to evaluate DSIF from a 
user’s perspective. An 
implementation of DSIF was used 
for sharing F-16 loads and usage 
data between the Dutch MoD and 
NLR. NLR organised a briefing to 
inform the participants on the goal 
of the Proof of Concept and to train 
them in using the Document 
Sharing environment. The Proof of 
Concept ran for three months. After 
completion, the participants were 
sent a questionnaire to collect user 
feedback for analysis of the DSIF 
implementation. 
 
Results and conclusions 
The participants were satisfied with 
the DSIF approach for the F-16 
loads and usage monitoring 
program. They reported that the 
solution was easy to use, efficient 
and fast. The major conclusion 
reported was that the DSIF-based 
approach facilitates a more current 
view of the F-16 maintenance data 
and faster response times to F-16 
technical issues.  
 
Applicability 
The results of this study have been 
used to help achieve a DSIF 
production-level capability within 
the Dutch MoD and to pursue broad 
adoption of DSIF as means for 
secure collaboration. 
 
Future Work 
The aerospace industry is becoming 
increasingly connected. The 
introduction of new technologies 
and interconnection of systems also 
introduce new vulnerabilities. 
Future work of NLR will include 
identification of these 
vulnerabilities and assessment of 
the associated risk in order to 
support its stakeholders in taking 
appropriate cyber-security measures 
to address these risks.
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Summary 
Aerospace & Defence programs typically involve large numbers of international partners. Given 
the size and complexity of these programs, collaboration is a necessity in order to involve all 
required skills and expertise and to spread risks and costs among partners. Advances in 
Information and Communications Technology (ICT) provide organisations with efficient means 
for collaboration. 
 
Ideally, ICT supports smooth sharing and exchange of information among the collaborating 
partners. In practice, however, security constraints and resulting measures, which serve to 
protect information, impose restrictions that may prohibit this seamless collaboration. 
Information protection is of great importance in collaboration since valuable assets such as 
maintenance data and design data are often sensitive in nature and require proper controls to 
prevent disclosure to unauthorized parties. In addition, export regulations such as the 
International Traffic in Arms Regulations (ITAR) may impose restrictions on the sharing of 
technical data. 
 
Broad adoption of interoperable and standards based solutions for secure collaboration is an 
important step to overcome these issues. NLR supports the Dutch aerospace industry and the 
Dutch Ministry of Defence (MoD) with its expertise in secure collaborative engineering by 
exploiting its knowledge gained through participation in European research projects on 
collaborative engineering in aeronautics, in industrial aerospace projects and in international 
fora on secure collaboration. 
 
Giving an example of NLR work in the field of secure collaboration, this paper highlights the 
application of Document Sharing based on Identity Federation (DSIF) as an approach for secure 
and controlled exchange of F-16 loads and usage monitoring data over the Internet. The solution 
was presented in October 2012 at the ‘TSCP Autumn Symposium and Expo’ in the United 
Kingdom. 
 
Through a combination of agreements, standards and technology, DSIF creates trust between 
organisations regarding the process and the method by which the identity of employees is 
verified. DSIF enables an organisation to use its own means of authentication (such as a 
company issued smartcard with digital certificates) to get access to applications that are hosted 
by other organisations such as a document sharing environment. 
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In order to assess DSIF, NLR and the Dutch MoD have applied the specification to a 
representative collaboration scenario as part of a Proof of Concept study where an 
implementation of DSIF was applied as an approach for secure and controlled exchange of F-16 
loads and usage monitoring data over the Internet. 
 
To support the Proof of Concept, DSIF laboratory environments were created at NLR and the 
Dutch MoD. The Document Sharing environment was implemented at NLR and provided 
access to the data and documents. Users could automatically be notified by e-mail when new 
data was available. The users had to use a personal smartcard with digital certificate for 
authentication before accessing the Document Sharing environment. Access to the smartcard 
was protected by a password only known to the user. 
 
The Proof of Concept ran for three months. After completion, thirteen participants were sent a 
questionnaire in order to collect user feedback for analysis of the DSIF implementation. In 
compiling the survey a managerial approach was chosen to see if employees are able to use 
DSIF effectively and to get a sense if the use of DSIF favourably affects the turnaround time of 
business processes. 
 
The participants were satisfied with the DSIF approach for the F-16 loads and usage monitoring 
program. They reported that the solution was easy to use, efficient and fast. The major 
conclusion reported was that the DSIF-based approach facilitates a more current view of the F-
16 maintenance data and faster response times to F-16 technical issues. The results of this study 
have been used to help achieve DSIF production level capability within the Dutch MoD and to 
pursue broad adoption of DISF as means for secure collaboration. 
 
The aerospace industry is becoming increasingly connected. The introduction of new 
technologies and interconnection of systems also introduce new vulnerabilities. Future work of 
NLR will include identification of these vulnerabilities and assessment of the associated risk in 
order to support its stakeholders in taking appropriate cyber-security measures to address these 
risks. 
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FACE Fatigue Analysis & air Combat Evaluation 
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1 Introduction 
Aerospace & Defence programs typically involve large numbers of international partners. Given 
the size and complexity of these programs, collaboration is a necessity in order to involve all 
required skills and expertise, and to spread risks and costs among partners. Advances in 
Information and Communications Technology (ICT) provide organizations with efficient means 
for collaboration. Information protection is of great importance in collaboration since valuable 
assets such as maintenance data and design data are often sensitive in nature and require proper 
controls to prevent disclosure to unauthorized parties. In addition, export regulations such as the 
International Traffic in Arms Regulations (ITAR) [1] may impose restrictions on the sharing of 
technical data.  
 
NLR supports the Dutch aerospace industry and Dutch Ministry of Defence (MoD) with its 
expertise in secure collaborative engineering. Giving an example of NLR work in the field of 
secure collaboration, this paper highlights the application of Document Sharing based on 
Identity Federation (DSIF) as an approach for secure and controlled exchange of F-16 loads and 
usage monitoring data over the Internet. The solution was presented in October 2012 at the 
‘TSCP Autumn Symposium and Expo’ in the United Kingdom.  
 
Section 2 describes the challenges of secure collaboration in aerospace. Section 3 provides an 
introduction to F-16 loads and usage monitoring, followed by an introduction to the concept of 
Document Sharing based on Identity Federation in section 4. Section 5 describes the setup of 
the Proof of Concept. The results of the Proof of Concept are presented in section 6. Section 7 
presents the conclusion and future work. 
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2 Secure Collaboration in Aerospace 
Developing and building state-of-the-art aircraft that respond to society’s needs with respect to 
safety & security, regulations, comfort, and environmental impact requires collaboration among 
highly specialised and international aerospace partners and their supply chains. In addition, the 
aerospace industry is highly competitive. Aircraft manufacturers such as Airbus aim to shorten 
the development cycle and reduce costs while building increasingly better aircraft that respond 
increasingly more to the society’s needs. As a result their supply chain is challenged to supply 
increasingly sophisticated and lightweight aircraft components in reduced time and at lower 
costs [2].  
 
With its expertise in secure collaborative engineering, NLR supports Dutch aerospace industry 
to respond to these challenges. In order to have a thorough understanding of the actual and 
future needs and the latest developments and technologies to be able to contribute to secure 
collaborative engineering research in aerospace, NLR has a long tradition of participating in 
European research projects on collaborative engineering in aeronautics, such as EU Framework 
Program (FP) 5 ENHANCE (Enhanced Aeronautical Concurrent Engineering), EU FP6 
VIVACE (Value Improvement through a Virtual Aeronautical Collaborative Enterprise; [3]), 
EU FP7 CRESCENDO (Collaborative and Robust Engineering using Simulation Capability 
Enabling Next Design Optimisation; [4]) and EU FP7 TOICA (Thermal Overall Integrated 
Aircraft Concept) and in international fora on secure collaboration such as the Transglobal 
Secure Collaboration Program (TSCP) [5]. 
 
One of the key areas NLR focusses on in the several EU FP projects and in its support for the 
Dutch aerospace industry is that of smoothing the secure execution of collaborative engineering 
activities across organisational boundaries, in so-called “virtual enterprises”. An important 
premise for such activities is the possibility to share and exchange information in a secure way. 
Information and Communications Technology (ICT) provides teams of engineers with tools and 
solutions enabling them to collaborate, even with secure sharing of information. In practice, 
however, security constraints and resulting measures, which serve to protect information, 
impose restrictions that may prohibit this seamless execution of collaborative engineering 
activities across organisational boundaries. For example, multi-partner workflows ideally span 
the networks of the partners involved and run smoothly across their organisations.  
 
Security constraints serve to protect an organisation’s assets, and hence may not be bypassed. 
They serve to ensure Intellectual Property Rights (IPR), to protect ownership, to safeguard the 
ICT infrastructure against viruses and illegal access, to comply with regulations such as export 
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controls, to maintain security policies, trust, and non-disclosure agreements that apply for 
particular customers, and in specific secure collaboration contexts, and to maintain licensing 
policies (e.g., commercial software licenses generally prohibit third parties to use the licensed 
software). Simply asking a collaborating partner to relax its security constraints and protection 
measures enabling engineers to work across organisational boundaries is not an option. 
 
Based on its experiences in multi-partner collaborative projects and other projects aiming at 
establishing multi-partner cross-organisation collaborative engineering, NLR has developed 
practical solutions to deal with the restrictions. Over the years, the solutions have evolved into 
practical, generic approaches that gracefully deal with the restrictions while dealing with the 
security measures and obeying the security constraints, e.g. [6, 7, 8]. The solutions are 
increasingly more applied in national and international research and industrial projects in which 
Dutch aerospace industry participates and collaborates with partners. 
 
The Dutch MoD faces similar challenges when it comes to secure collaboration. The Dutch 
MoD collaborates closely with both civil and military partners. This involves the exchange of 
information throughout the whole supply chain. Some information is sensitive but unclassified. 
To exchange this information in a standard way with its communities of interest, the Dutch 
MoD pursues adoption of reusable, interoperable and scalable solutions for secure collaboration 
that are based on common standards. In order to establish such common standards for secure 
collaboration, the Dutch MoD and NLR collaborate with large Aerospace & Defence 
organisations, governments and technology partners in the Transglobal Secure Collaboration 
Program (TSCP) on specifications for secure collaboration. 
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3 Introduction to the F-16 loads and usage monitoring scenario 
In order to assess TSCP specifications, NLR and the Dutch MoD have applied the specifications 
to representative collaboration scenarios as part of a Proof of Concept studies. A TSCP-based 
implementation of Document Sharing based on Identity Federation (DSIF) was applied as an 
approach for secure and controlled exchange of F-16 loads and usage monitoring data over the 
Internet. As an introduction to the Proof of Concept, this section will provide a short overview 
of F-16 loads and usage monitoring. 
 
The F-16 airframe is influenced by factors such as loads and operational usage. In order to 
collect quantitative data on the condition of the F-16s, structural load monitoring of the F-16 
fleet of the Royal Netherlands Air Force (RNLAF) has been carried out by NLR since the early 
nineties [9]. A fleet-wide fatigue monitoring system has been (co-)developed by NLR. In order 
to collect the loads data, the F-16s have been instrumented with multiple sensors. A main 
feature of this so-called FACE system (Fatigue Analysis & air Combat Evaluation) is the 
capability to measure strains at five locations: two measuring wing bending, two measuring tail 
loads and one measuring fuselage bending (see Figure 1). NLR maintains a comprehensive F-16 
loads and usage monitoring database for storing, managing and processing the raw measurement 
data and data about operational usage. This database is kept in a secure environment used in 
supporting the Dutch MoD in monitoring the health and usage of their F-16 fleet. 
 
 
Figure 1   F-16 strain gauges 
 
The F-16 loads and usage data is sensitive but unclassified and may not be exchanged over the 
Internet without proper protection. In the absence of an approved mechanism to transport the 
data over the Internet, an NLR expert had to visit the squadrons once every two weeks to collect 
CD-ROMs that contain the data. The data on these CD-ROMs were consequently loaded in the 
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NLR database. This manual data exchange was effective, but was also costly, time consuming 
and cumbersome. An implementation of DSIF was identified as a promising solution to 
exchange this sensitive data in a secure and more efficient manner. 
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4 Introduction to Document Sharing based on Identity Federation 
Aerospace & Defence projects increasingly use online environments to exchange data and 
documents electronically. Examples include an online project archive and a supplier portal 
where suppliers can submit their proposals or can consult product information. Depending on 
the sensitivity of this information, access to these document sharing environments may require a 
username and password or, when a stronger form of identification is required, a hardware token 
such as a smart card that contains a personal digital certificate that proves the identity of the 
card holder. The provider of an online environment is also known as a Service Provider (SP). 
Administration of the user accounts can be quite laborious for the SP. This is especially the case 
when the SP has to administer the accounts of a large number of users of different organisations. 
Moreover, users are confronted with a multitude of means to access (online) applications.  
 
The concept of Identity Federation addresses these challenges. Through a combination of 
agreements, standards and technology, Identity Federation creates trust [10] between 
organisations regarding the process and the method by which the identity of employees is 
verified. Identity Federation enables an organisation to use its own means of authentication 
(such as a company-issued smartcard with digital certificates) to get access to applications that 
are hosted by other organisations. Identity verification is done at the own organisation, after 
which a so-called assertion is sent electronically over an encrypted channel to the Service 
Provider. The assertion is an agreed upon set of attributes and assures that the identity has been 
verified. These assertions are usually digitally signed by the asserting party as proof that only it 
could have signed the assertion, and also to guarantee the integrity of the assertion. The party 
that verifies a digital identity and sends the assertion to the Service Provider is known as an 
Identity Provider (IdP). The concept of Identity Federation is depicted in Figure 2.  
 
TSCP has published an Identity Federation specification which establishes an identity federation 
profile for the Aerospace and Defence (A&D) Industry. This profile provides a baseline set of 
identity information that must be passed between IdPs and SPs [11]. 
 
The next section will describe the Document Sharing based on Identity Federation Proof of 
Concept in the context of the F-16 loads and usage monitoring program. The TSCP Identity 
Federation specification has been used as basis for the Proof of Concept.  
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1. The user of organisation A tries to access the Document Sharing environment hosted 
by organisation B. 
2. The user first needs to authenticate. The Identity Provider of organisation B will 
present an overview of trusted Identity Providers. The user of organisation A will select 
the Identity Provider of organisation A.  
3. The user is automatically redirected to the Identity Provider of organisation A and 
presents its personal smartcard which contains a digital certificate to establish the 
identity of its holder. 
4. After successful authentication, an assertion is sent to the Identity Provider of 
organisation B stating that the user was authenticated successfully by a particular 
means. 
5. Depending on its access rights, the user can now access (parts of) the Document 
Sharing environment. 
Figure 2   Concept of Identity Federation applied to Document Sharing 
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5 Application of Document Sharing based on Identity Federation 
5.1 Description of the Proof of Concept 
Thirteen persons participated in the Proof of Concept: one NLR engineer who analyses the F-16 
loads and usage monitoring data and twelve employees of the Dutch MoD. The MoD employees 
included eight debriefers who provide the raw data and four weapon system managers who 
receive the NLR analysis reports, two of whom for the airframe and two for the engine. Four 
debriefers of two different squadrons were located at Leeuwarden Air Base. Four debriefers of 
three different squadrons were located at Volkel Air Base. Two weapon system managers 
(airframe and engines) were located at The Hague and two weapon system managers were 
located at Woensdrecht Air Base. The setup of the Proof of Concept is depicted in Figure 3. 
 
 
Figure 3   Proof of Concept setup 
 
The total duration of the Proof of Concept was three months. Prior to the Proof of Concept NLR 
organised a briefing to inform the participants on the goal of the Proof of Concept and to train 
them in using the Document Sharing environment. The participants also received a Quick 
Reference Guide and a manual describing the usage of Document Sharing.  
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During the Proof of Concept, the debriefers published the data on the Document Sharing 
environment as soon as the data became available. The NLR analyst could access this data 
immediately. The NLR engineer - or better: analyst - verified the data and captured the results 
of the analysis in a report which was made available on the Document Sharing environment for 
the weapon system managers. Data access rights were assigned by NLR based on the role of the 
participant in the FACE process. The debriefers could only access the FACE data files; they 
could not access the NLR reports. The weapon system managers could only access the reports, 
but not the FACE data files. The NLR analyst had access to both the FACE data files and the 
reports. 
 
5.2 Proof of Concept environment 
To support the Proof of Concept, DSIF laboratory environments were created at NLR and the 
Dutch MoD. Microsoft SharePoint 2007 was chosen as implementation for the Document 
Sharing environment. The Document Sharing environment was implemented at NLR and 
provided access to the data and documents. Users could automatically be notified by e-mail 
when new data was available. The users had to use a personal smartcard with digital certificate 
for authentication before accessing the Document Sharing environment. Access to the smartcard 
was protected by a password only known to the user. In the context of the Proof of Concept self-
issued test certificates were used. The smartcard and certificates for the NLR engineer were 
issued by NLR, the smartcards and certificates for the Dutch MoD users were issued by the 
Dutch MoD. The connection between the computer of the user and the Document Sharing 
environment was SSL (Secure Sockets Layer) encrypted. 
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6 Results 
The Proof of Concept ran for three months. After completion, thirteen participants were sent a 
questionnaire in order to collect user feedback for analysis of the DSIF implementation. In 
compiling the survey a managerial approach was chosen to see if employees are able to use 
DSIF effectively and to get a sense if the use of DSIF favourably affects the turnaround time of 
business processes. Nine participants responded, the results are summarized here. 
 
The participants were satisfied with the DSIF approach for the F-16 loads and usage monitoring 
program. By using the smartcard the participants were more aware of the sensitivity of the data 
they handled. They reported that the solution was easy to use, efficient and fast. Instead of 
having to travel to the air bases to collect the data, the NLR analyst could now access and 
analyse the data immediately on request of the Dutch MoD. The availability of a fast Internet 
connection was mentioned as recommendation. 
 
The major conclusion reported was that the DSIF-based approach facilitates a more current 
view of the F-16 maintenance data and faster response times to F-16 technical issues. 
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7 Conclusion and future work 
Given the size and complexity of Aerospace & Defence projects, collaboration is a necessity. 
Information protection is of great importance in collaboration and requires proper controls to 
prevent disclosure of valuable assets to unauthorized parties. In practice, however, security 
constraints and resulting measures impose restrictions that may prohibit seamless 
communication among partners. Broad adoption of interoperable and standards-based solutions 
for secure collaboration is an important step to overcome these issues. 
 
NLR supports the Dutch aerospace industry and MoD with its expertise in secure collaborative 
engineering. Giving an example of NLR work in the field of secure collaboration, this paper 
highlighted the application of Document Sharing based on Identity Federation as an approach 
for secure and controlled exchange of F-16 loads and usage monitoring data over the Internet.  
 
The DSIF approach contributed to a more current view of the F-16 maintenance data and faster 
response times to F-16 technical issues. The results of this study have been used to help achieve 
a DSIF production-level capability within the Dutch MoD and to pursue broad adoption of 
DISF as means for secure collaboration. 
The aerospace industry is becoming increasingly connected. The introduction of new 
technologies and interconnection of systems also introduce new vulnerabilities. Future work of 
NLR will include identification of these vulnerabilities and assessment of the associated risk in 
order to support its stakeholders in taking appropriate cyber-security measures to address these 
risks. 
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